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Gender-based Violence



Digital Gender-based Violence

Digital world is a reflection of what happens in the real world



Digital Gender-based Violence

Powell & Henry, 2016; 
Owen, 2016; UNESCO, 
2018; Emezue,, 2022; Miller 
& Demirbilek, 2023; EIU, 
2022; Gius, 2023; van 
Gelder et al, 2023; Vahedi, 
2024; WHO Europe, 2024; 
Machado, 2025; 

Online gender-based violence, Technology-facilitated gender-based violence, Online Violence, 
Social Media Violence, ICT-Violence, tech-related Violence, Digital violence, Cyberviolence, 
DVAWG, Cyberbullying, Cybersexism, Online harassment … 

15% of adolescents (1 in 6)

first experience SMH 14-16 yrs

96% of online deepfakes are women’s

85% of women have experienced or 

witnessed digital violence

57% of women have had their images 

or videos online abused or misused

Image-based sexual abuse
Sharing private or sexually explicit photos 
or videos of someone without their 
consent. Also known as non-consensual 
sharing of intimate images, TFSV or 
"revenge porn“… Related to “Sextortion”

Facilitation through digital

technology (16-58%; 38%)



At Greater Risk

UN women, 2022





«I felt like it was happening to me»

Consequences
• reputational damage
• economic losses
• reduction of women’s civic participation
• offline physical violence
• psychological harm



Technology-facilitated sexual violence

Sample
223 university students 
(68.2% female)

192 university students 
(82.8% female)

Age range 18–25 18–25

Lifetime TFSV prevalence 78.9% 78.1%

12-month TFSV prevalence 56.1% 59.9%

Digital sexual harassment 70.4% (lifetime) / 46.6% (12 mo.) 75.0% (lifetime) / 61.5% (12 mo.)

Image-based sexual abuse 14.8% / 3.6% 28.1% / 11.5%

Sexual aggression/coercion 19.3% / 8.1% 25.0% / 8.3%

Gender/sexuality-based 
harassment

43.0% / 29.6% 48.4% / 34.4%

Most common subtype Digital sexual harassment Digital sexual harassment

Trauma 
(Traumatic
Memory)

Neurobiological
Strenghtening

(Neural Circuits)

Fear

Hypervigilance

• Stress

• Anxiety

• Sleep
Disorders

• Dissociative 
Disorders

• PTSD



Risk Prevention

Oram et al, 2022



Digital Interventions
Brief motivational interviewing

Online psychoeducation

⇓
Treatment initiation
Treatment utilization

+ acceptable, scalable
- digital literacy, access
- confidentiality, privacy  

Telemental Health Care

Digital Therapies

Glass et al, 2021; Sauerborn et al, 2021; De Filippo et al, 2023; Andreasen et al, 2023; 2024

Improvements in: 
• Safety planning
• Knowledge
• Mental-health

outcomes
but

• Effectiveness
• Acceptability
• Suitability

⇓
To be evaluated more 

in depth



Digital Interventions

«There is a lack of homogeneity among the studies’ 

outcome measurements and the sample sizes, the 

control groups used (if any), the type of interventions, 

and the study recruitment space... The need for more 

research to address safety, equity, and the unintended

consequences of the use of ICT in IPV programming is

paramount. Studies addressing long term effects are 

also needed». 

Jewkes et al, Lancet, 2019



Digital Platforms Governance

European Institute for Gender Equality, 2024 

• Content 
moderation
policies

• Takedown
procedures

• Transparency
reporting

• Automated
detection tools

• Counter-speech
measures



Educational Interventions
• «At Risk» populations
• Health Sector
• Schools
• General Public

Garcia-Moreno et al, 2015

⇒

• Increase media literacy
• Integration of gender norms
• Reduction of tolerance for online abuse
• Empowerment of potential targets

«Evidence of the effectiveness of digital education

on health professionals’ understanding of violence

is promising. Given the opportunity of scaled

transformative digital education, both further

research and implementation within an evaluative

context should be prioritized». 



Policy & Legal Interventions

Health Sector

• DGBV-focused research

• Specialist Services

• Hotlines, counselling

Legal System

• Laws & regulations

• Platforms’ accountability

• (appropriate) Criminalization

• Capacity builiding (police, court)

Philbrick et al, 2024



Promising Practices

• Australia eSafety
Commissioner (eSafety)

• The ‘Olimpia Law’ in 
Mexico 

• The FTX: Safety Reboot
• The UK Revenge Porn

Helpline (RPH)
• Perspective API  by 

Jigsaw/Google 
• Korea’s Digital Sex Crime 

Victims’ Support Centers

• The International Center 
for Journalists

• The Centre for Freedom
of the Media



Challenges

Population gaps

LMICs, refugees, 
displaced
populations, and 
minority groups are 
under-studied

⇓

Evaluation quality

Definitions not
agreed upon, 
studies/measures/
outcomes are 
heterogeneous

⇓

Technology Race

DGBV perpetrators
adopt latest digital tools
(AI deepfakes, doxing
platforms), responses
must combine tech with 
rights & laws

⇓



Recommendations

1. Fund survivor-centred digital safety services (hotlines, multilingual web safety
aids, legal aid, rapid takedown assistance) and scale tested e-health decision
aids. 

2. Mandate platform transparency & swift takedown for non-consensual
intimate images and doxxing, with clear redress and appeals, privacy 
protections and independent oversight (under EU law). 

3. Build police/judicial capacity to handle digital evidence and create specialist
units for DGBV, combined with standards to protect survivors’ privacy and 
avoid retraumatization. 

4. Invest in gender-transformative education & media literacy across school
curricula and public campaigns, co-developed with women’s organisations and 
youth. 

5. Close evidence gaps, prioritize research funding for rigorous evaluations
particulalry in “at greater risk” and marginalized populations, and establish
common outcome metrics for DGBV interventions. 


