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Digital Gender-based Violence
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Digital world is a reflection of what happens in the real world
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Digital Gender-based Violence T —

Online gender-based violence, Technology-facilitated gender-based violence, Online Violence,
Social Media Violence, ICT-Violence, tech-related Violence, Digital violence, Cyberviolence,
DVAWG, Cyberbullying, Cybersexism, Online harassment ..

15% of adolescents (1 in 6)
first experience SMH 14-16 yrs
o \

CYBER-BULLYING

& Facilitation through digital

technology (16-58%; 38%)

HATE SPEECH

Image-based sexual abuse

Sharing private or sexually explicit photos
or videos of someone without their
consent. Also known as non-consensual
sharing of intimate images, TFSV or

DOXXING PUBLIC SHAMING "revenge porn“... Related to “Sextortion”
2022; Gius, 2023; van

Gelder et al, 2023; Vahedi, &= 57% of women have had their images

2024; WHO Europe, 2024; CYBER-STALKING INTIMIDATION ) _ _
Machado, 2025: /THREATS or videos online abused or misused

TROLLING
T

Powell & Henry, 2016; "5 96% of online deepfakes are women’s

Owen, 2016; UNESCO,
2018; Emezue,, 2022; Miller
& Demirbilek, 2023; EIU,

£ 85% of women have experienced or
witnessed digital violence




At Greater Risk

GROUPS OF WOMEN AND GIRLS AT GREATER RISK

Young women and girls

The intersection of age and gender discrimination, alongside the higher level of ICT use amongst young
women and girls for learning, accessing information and connecting to peers, increases their vulnerability
to online violence.30

Young women and girls are particularly exposed to online violence. One study found that 58% of girls and
young women surveyed globally have experienced some form of online harassment.31

Most girls report their first experience of social media harassment between the ages of 14 and 16, and 47
percent of girls who have been harassed online have been threatened with physical or sexual violence.32

Women in public life including women’s rights activists, women human
rights defenders, women in politics, and women journalists.

« Research on online violence against women journalists found that 73 percent of women journalists

have experienced online violence in the course of their work, including threats of physical and
| l] sexual violence, along with digital security attacks33.
! * A 2021 study of women in parliaments in Africa undertaken by the Inter-Parliamentary Union

found that 46 percent of women parliamentarians had been the target of sexist attacks online.3*

* Women who are politically active online experience insults, hate speech, reputational risk, physical
threats and sexualised misrepresentation.3s

* Women activists are targeted with forms of abuse intended to silence them, including, “pile-ons”
where activists are targeted by coordinated waves of different forms of online abuse.3

* There is evidence that women and girls experience higher rates and more severe online violence
when engaging in advocacy, particularly related to gender justice.3?

Women with intersecting identities including women living with disabilities,

LGBTIQ+ and black, minority and migrant women and girls.

* Inthe US, a Pew Research Center study has shown that lesbian, gay or bisexual people who have

been targets for online harassment are more likely to report having encountered harassment online
because of the intersection of their gender and sexual orientation.38

* Women with intellectual or cognitive disability can be particularly susceptible to technology-
facilitated violence.3?

The most common forms of
online violence included

and detamation 01

UN women, 2022






«| felt like it was happening to me»

a B]s]c s| Q X NEW YORK POST

Home News Sport Business Innovation Culture Arts Travel Earth Audio Videc TECH

Undercover journalist uﬁtnesse; abuse in metaverse I was ‘g ang raped’ in the Metaverse —

A BBC researcher posing as a 13-year-old girl witnessed grooming, sexual material, racist insults and a rape threat in the virtual reality
world.

u
As part of the investigation, the BBC spent hours exploring an online virtual world called VRchat. This isn't made by Meta, formerly t h e attaCK ma have been VI rtual b ut m
Facebook, but it is available to download from an app store on the headset.

Meta says it will make safety improvements “as it learns how people interact in these spaces".

traumais veryreal

By Brooke Kato
Published Jan. 13, 2024, 3:50 p.m. ET

euro Latest Europe World EUPolicy Business Travel Euroviews Next Gre

The girl, allegedly under the age of 16, is said to have been left traumatised re p uta t| onNna | d amad ge

after her avatar - her personalised digital character - was "sexually attacked"

by a group of online strangers. econom | C I osses

d [ f ’ [ [ [ [ [
UK police are investigating a landmark case of an alleged rape in a virtual reality game I"e U Ct | O n O WO m e n S C |V| C pa rt I CI pat I O n
after a teenage girl was "sexually attacked" by a group of strangers in the online

metaverse. offline physical violence
psychological harm




Technology-facilitated sexual violence

Sample

Age range

Lifetime TFSV prevalence
12-month TFSV prevalence
Digital sexual harassment
Image-based sexual abuse

Sexual aggression/coercion

Gender/sexuality-based
harassment

Most common subtype

Technology-facilitated sexual
violence among ltalian youths:
validation of the technology-
facilitated sexual violence
victimization scale

223 university students
(68.2% female)

18-25

78.9%

56.1%

70.4% (lifetime) / 46.6% (12 mo.)
14.8% / 3.6%

19.3% / 8.1%

43.0% / 29.6%

Digital sexual harassment

RESEARCH ARTICLE

Technology-facilitated sexual violence exposure
among university students and its relationship with
perceived social support and traumatic stress

Imran Gokcen Yilmaz Karaman'™, Kerim Selvi*™, Sinem Baltaci’™, Umberto Volpe*

192 university students
(82.8% female)

18-25

78.1%

59.9%

75.0% (lifetime) / 61.5% (12 mo.)
28.1% / 11.5%

25.0% / 8.3%

48.4% [ 34.4%

Digital sexual harassment
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violence against menand women: aBurden
of Proof study

Waternal sborzon and

STis, excluding HIV

Anooety disorders
Mapor depressive disorder -|
Aloohol usé disorder

Diug use disorders

Pgychologicsl  Physicsl Sexusl
GBy Gav

winlence

=

HIV/AIDS

Salf-harm

Fig: 5| Mean RR and strengthof the evidence for the assoclation between
miultiple forms of GBY and eight health cutcomes. The number in cach box



Risk Prevention

Sectors resparsible for interventions
Clralicy ard paolitics

| Paverty and poor nutrition |

Farental substance misuse |
Prenatal ard

perinatal period

| Persistent maternal mental health problems |
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EEducation

| Parerting support, induding promotion of attachment |

Poor maternal sermsitivity |
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econamic appartunities
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Figure 2: Risk factors for intimate partner violence and targets for intervention across the lifespan

Oram et al, 2022



Digital Interventions

Telemental Health Care Brief motivational interviewing

Computerized Intervention in Primary Care for Women Online psychoeducation
Veterans with Sexual Assault Histories and Psychosocial S
Health Risks: a Randomized Clinical Trial U

Suzannah K. Creech, Ph.D.'?®, Carey S. Pulverman, Ph.D.’~, e eie e
Christopher W. Kahler, Ph.D.’, Lindsay M. Orchowski, Ph.D.*5, M. Tracie Shea, Ph.D.4%, Treatment initiation

Golfo Tzilos Wemette. Ph.D.”, and Caron Zlotnick, Ph.D.55-'° oy .
Treatment utilization

Telehealth for Women'’s Preventive Services ®

for Reproductive Health and Intimate Partner Violence: S

a Comparative Effectiveness Review + acceptable, scalable
7

Amy G. Cantor, MD, MPH'2% @, Heldi D. Nelson, MD, MPH?, Miranda Pappas, MA', .. .
by Chandier Afchison, MPH', Brigit Hatch, MD, MPH, Nathalie Huguet, PhL?, - digital literacy, access

Brittny Fiynn, BS®, and Marian McDonagh, Pharmb’ . . .
- confidentiality, privacy

Improvements in: Dlgltal Theraples TABLE 1 App categories and main function description

‘ Safety planning App categories Main function description

*  Knowledge 0 a=m o : : .
Emergency apps Send an immediate emergency message and/or call to preselected contacts and/or local authorities after

° Mental-health being activated by the user in emergency situations of violence against women and girls (VAWG)

outcomes Avoiding apps Offer users strategies to avert and prevent possible incidents of VAWG, for example, by an all-female cab
but service

° Effectiveness Supporting apps Mediate or directly offer legal, medical, and psychological help, facilitate a connection between survivors and

*  Acceptability support groups

° Suita bility Reporting and evidence-building Allow users to report incidents of VAWG via their mobile phone, encourage to anonymously report their

U apps stories and experiences of violence, and to share them with other app users
_
Educating apps Provide information on the unacceptability and, if the case, unlawfulness of VAWG as well as on the
To be evaluated more advantages of egalitarian gender roles for individuals, relationships, and for society
in depth

Glass et al, 2021; Sauerborn et al, 2021; De Filippo et al, 2023; Andreasen et al, 2023; 2024



Digital Interventions

More research is needed on digital technologies in violence

-
agal nst women
El Morr and Layal BMC Public Health (2020) 201372
httpsy//doi.org/10.1186/512889-020-09408-8 B M C PU bllc H ea |th

Effectiveness of ICT-based intimate partner ®

CCCCCCC
tes

violence interventions: a systematic review

Christo EI Morr™

and Manpreet Layal®

Jewkes et al, Lancet, 2019

«There is a lack of homogeneity among the studies’
outcome measurements and the sample sizes, the
control groups used (if any), the type of interventions,
and the study recruitment space... The need for more
research to address safety, equity, and the unintended
conseqguences of the use of ICT in IPV programming is
paramount. Studies addressing long term effects are
also needed».



Digital Platforms Governance

Table 2: Challenges to be tackled by digital platforms in the fight against CVAWG
Insufficient provision for

Tackling cyber violence
° A lack of gender focus in  Data fragmentation due moderation, reporting :I::‘:fk:::t c?::::::::
aga I nSt WO m en a n d standards and trust and to variations in cyber and response mecha- parency

safety policies violence definitions nisms related to GBV, OrEtive support across
° o o VAWG relevant stakeholders
I ° h I f d I and CVAWG
giris: The role of digita . -
* Persistence of gender- * Multiplicity of * Unclear guidelines, * Lack of clear and
I tf neutral language and diverse definitions standards and support publicly available data
p a 0 rmS approaches in tackling of CVAWG across related specifically to on the reporting of
*  Content different forms of platforms, hindering GBV, CVAWG and VAWG GBV-related violations
. violence on online the comparability of . ) and behaviour and the
mo'dc.aratlon platforms data and giving rise to g;;“:;i :;: :: data outcomes of reporting
pOI ICIES » Lack of reference to :’hi fr;gmentatlon of collection at the level « Insufficient willingness
*  Takedown relevant national ata of incidents moderated of platforms to engage
d legislation or » Lack of homogeneity, and investigated in discussions with other
proceaures international women hampering efforts « Unavailability of relevant stakeholders
*  Transparency and/or human rights to accurately harmonised stanciasds about their safety
. treaties on GBV, CVAWG measure CVAWG to provide swift standards and practices
reporting and VAWG across jurisdictions resF:mnses to users’ and their Al and ML
© Automated +Limited o o o o 1P developments
detection tools acknowledgement of users to report harmful  *Lack of recognition * Adequate CVAWG
gender-related and behavi that CVAWG crosses training and support
° Counter—speech intersectional cyber enaviours latf d phvsical needed for human
violence vulnerabilities platiorms and physica content moderators
measures boundaries

European Institute for Gender Equality, 2024



Educational Interventions

* «At Risk» populations

®* Health Sector
® Schools
® General Public

Nirbhaya

Written and directed by

Yaiel Farker

The Lynn Redgrave Theater,

New York, USA,

until May 17, 2015, and then
touring to the Southbank Centre,
London, UK, May 21-24, 2015
http://nirbhayatheplay.com/

—

Speaking out about sexual violence

Some events leave an indelible mark
on our collective consciousness and
in doing so prove to be catalytic
and transformative. The brutal
rape and subsequent death of
Jyoti Singh Pandey was just such
an event. When the young medical
student was gang-raped on a bus late
one night in Delhi, India, her story
shocked the world into taking notice.
Nirbhaya, or “fearless”, as she was
called by the media to protect her
identity, could have become a gruesome
footnote to the daily news cycle.
Instead, something about her courage
—she fought back with every ounce of
strength she had—helped galvanise
efforts aimed at ending sexual violence
against women in India. The protests
that followed in Delhi were like a roar

women are groped, molested, or raped,
irrespective of their age, background,
or education. And they live in a society
that tolerates this invasion of their
bodies with little more than a murmur,
Farber’s cast traverse a spartan, gritty
set—just a few grimy chairs and
windows represent the bus that Singh
was attacked in—and start to describe
their own experiences. The tone of the
play is quiet and pared down; the script
is recited almost like spoken word
and is accompanied by a haunting
soundtrack of Hindi melodies.

“It is this tyranny of silence that
Nirbhaya seeks to blast open.”

Farber doesn’t need to try to shock;
the women’s stories do that all on

Garcia-Moreno et al, 2015

Increase media literacy

Integration of gender norms

Reduction of tolerance for online abuse
Empowerment of potential targets

JOURNAL OF MEDICAL INTERNET RESEARCH Divakar et al

Review
Digital Education of Health Professionals on the Management of

Domestic Violence: Systematic Review and Meta-Analysis by the
Digital Health Education Collaboration

«Evidence of the effectiveness of digital education
on health professionals’ understanding of violence
Is promising. Given the opportunity of scaled
transformative digital education, both further
research and implementation within an evaluative
context should be prioritized».



Policy & Legal Interventions

Health Sector

* DGBV-focused research

* Specialist Services

* Hotlines, counselling

Legal System

® Laws & regulations

* Platforms’ accountability

* (appropriate) Criminalization

® Capacity builiding (police, court)

OUTEOMES

EFFECTNE USE OF
INFORMATION AND COMMUNICATION
TECHNOLO&GY FOR THE PREVENTION AND
REGSPONSE TOD SEXVAL 5 GENDER BMSED VIOLENCS

STAKEHRQLOTRS

FIGURE 6 Stakeholders connected with using ICT for SGBV prevention and response identified in Stakeholder Workshop.

Philbrick et al, 2024



Promising Practices

g

Laws and Regulation

* Australia eSafety
Commissioner (eSafety)

* The ‘Olimpia Law’ in
Mexico

&,

Prevention and Response

The FTX: Safety Reboot
The UK Revenge Porn
Helpline (RPH)
Perspective API by
Jigsaw/Google

Korea’s Digital Sex Crime
Victims’ Support Centers

Data Collection

The International Center
for Journalists

The Centre for Freedom
of the Media



Challenges

v

Population gaps

U

LMICs, refugees,
displaced
populations, and
minority groups are
under-studied

Evaluation quality

U

Definitions not
agreed upon,
studies/measures/
outcomes are
heterogeneous

Technology Race

U

DGBYV perpetrators
adopt latest digital tools
(Al deepfakes, doxing
platforms), responses
must combine tech with
rights & laws



Recommendations

Fund survivor-centred digital safety serviceséhotlines, multilingual web safety
a!gs, legal aid, rapid takedown assistance) and scale tested e-health decision
aids.

Mandate platform transparency & swift takedown for non-consensual
intimate images and doxxing, with clear redress and appeals, privacy
protections and independent oversight (under EU Iawﬁ

Build police/judicial capacity to handle digital evidence and create specialist
units for DGBV, combined with standards to protect survivors’ privacy and
avoid retraumatization.

Invest in gender-transformative education & media literacy across school
currlﬁula and public campaigns, co-developed with women’s organisations and
youth.

Close evidence gaps, prioritize research funding for rigorous evaluations
particulalry in “at greater risk” and marginalized populations, and establish
common outcome metrics for DGBV interventions.



